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Ransomware,
Malware

Phishing

Data Breach
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• Time
• Energy
• Money 

+
FBI Internet Crime Report

2024



Knowledge



Anti-phishing, Anti-spam, 
Anti-malware

Safe attachment 
and Safe Link protections 

Multi-factor authentication, 
Conditional access policies

Step 1: Protect the account

Step 2: Protect the email

Step 3: Examine the content



Audit: Who did what and when?

Data Loss Prevention
 Inspect the communication or file and control it.

Insider Risk Management
 Look for indicators of a compromise and alert.

Purview



Applications
What apps are people using? 
How risky are they?

Endpoints (your computer and phone)
Is Windows updated?  Is there a
virus?   
 

Identities (your account) 
Is it you or does someone else
have control?

Defender



How could we evaluate our work?





What’s Next?

• More secure devices and 
• Identities

• A more resilient network

• Continued outreach

• Refined policies and procedures
layers
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